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SWISSCARD PCI DSS AND SECURITY REQUIREMENTS POLICY FOR CONTRACTUAL PARTNERS 

 

General 
Swisscard AECS GmbH (Swisscard) has, for many years, been committed to protecting cardholder data in order to ensure 
maximum security. The unauthorized use of data has a negative impact on cardholders, contractual partners, service 
providers and card issuers. The introduction of the Payment Card Industry Data Security Standards (PCI DSS) in response 
to this threat can help strengthen customers’ confidence, increase profitability and enhance a company’s reputation. At 
Swisscard we know our contractual partners share these concerns and therefore, as part of your responsibility, we require 
you to comply with the data protection provisions within the Terms and Conditions for Accepting American Express Cards 
and this policy which we will revise from time to time. 

PCI DSS 
The Payment Card Industry Data Security Standards (PCI DSS) were developed several years ago by Visa International, 
MasterCard, American Express, JCB and Discover to promote the global introduction of consistent data security measures 
and to preventatively protect card data, thereby increasing security when handling card data. They are published by the 
PCI Security Standards Council and regulate the technical and operational requirements for all parties that save, process 
and transmit card data.  
The latest version of the detailed requirements can be viewed at any time at www.pcisecuritystandards.org.  

Responsibilities  
The PCI DSS are mandatory for contractual partners, banks, processors and payment service providers who save, process 
or transmit cardholder data for their own purposes or on behalf of other organizations. It is the contractual partner’s 
responsibility to comply with the PCI DSS. Contractual partners will also be responsible for the PCI DSS compliance of any 
engaged third parties, e.g. payment service providers, who process, save or transmit card data on their behalf. The costs 
of the certification measures will be borne in full by the contractual partner or engaged third party. 

How to proceed 
In order to demonstrate PCI DSS compliance, the contractual partner is obliged to document any security measures it has 
taken (certification measures). The below table shows contractual partners, based on their annual transaction volume, 
what duties they have and which documents must be submitted in order to evidence PCI DSS compliance.   
It is important to note that contractual partners at Level 2 or 3 need only submit certification documents upon Swisscard’s 
request but nevertheless remain liable and subject to all other provisions of the PCI DSS. Swisscard will inform any such 
level 2 or 3 contractual partners in writing at least ninety (90) days prior to the required submission of documents.  
 

Level Annual transaction volume Certification proof Requirements 
1 Over 2.5 million American Express  

card transactions per year 
• Annual On Site Security Assessment Report 
• Quarterly Network Scan 

Mandatory 

2 50,000 to 2.5 million American Express 
card transactions per year 

• Annual Self Assessment Questionnaire 
 

Recommended or at  
Swisscard’s request 

3 Less than 50,000 American Express card 

transactions per year 

• Annual Self Assessment Questionnaire 
 

Recommended or at  
Swisscard’s request 

 

 

What to do in the case of a data breach? 
You must notify Swisscard immediately, but within twenty four (24) hours at the latest of discovering the data breach by 
phone on 044 659 64 44 (24 hour phone service)  
 
For questions and further information 
For Questions related to PCI please contact our service centre  on 044 659 64 44 (24 hour phone service)  
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Glossary 

Annual On Site Security Assessment: The Annual On Site Security Assessment is a detailed on-site security check on your 
devices, systems and networks (and associated components) used to save, process or transfer cardholder data or 
confidential authentication data (or both). 

Annual Self Assessment Questionnaire: The PCI DSS Self Assessment Questionnaire (SAQ) is used to self test your devices, 
systems and networks (and associated components) used to save, process or transfer cardholder data or confidential 
authentication data (or both). 


